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Preface

If you have data security concerns, this document helps you to sanitize or remove memory devices from the listed products.
These products have data storage (memory) devices and data output devices (USB ports). These instructions tell you how
to clear or sanitize the memory devices, and also tell you how to declassify an instrument that is not functioning.

Instrument code and calibration settings reside in nonvolatile flash memory. Instrument setups and reference waveforms
may also be stored in flash memory or on USB drives connected to the instrument.

If you have any questions, contact the Tektronix Technical Support Center at www.tektronix.com/support.

Reference The procedures in this document are written to meet the requirements specified in:
®  NISPOM, DoD 5220.22—-M, Chapter 8
m  ISFO Process Manual for Certification & Accreditation of Classified Systems under NISPOM

Products  The following Tektronix products are covered by this document:
TDS1000B Series. TDS1001B, TDS1002B, TDS1012B
TDS2000B Series. TDS2002B, TDS2004B, TDS2012B, TDS2014B, TDS2022B, TDS2024B
TDS1000C-EDU Series. TDS1001C-EDU, TDS1002C-EDU, TDS1012C-EDU
TDS2000C Series. TDS2001C, TDS2002C, TDS2004C, TDS2012C, TDS2014C, TDS2022C, TDS2024C

TPS2000B Series. TPS2012B, TPS2014B, TPS2024B
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Related Documents

The documents shown in the following table are available on the Tektronix Web site at www.tektronix.com/manuals.

Manual name Tektronix part number
TDS1000B and TDS2000B Series Digital Storage Oscilloscope Service Manual 071-1828-XX
TDS2000C and TDS1000C-EDU Series Digital Storage Oscilloscope Service Manual 077-0446-XX
TPS2000B Series Digital Storage Oscilloscope Service Manual 077-0447-XX
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Terms  The following terms may be used in this document:

Clear. This removes data on media/memory before reusing it in a secured area. All reusable memory is cleared to deny
access to previously stored information by standard means of access.

Erase. This is equivalent to clear.

Instrument Declassification. A term that refers to procedures that must be undertaken before an instrument can be
removed from a secure environment. Declassification procedures include memory sanitization and memory removal,
and sometimes both.

Media storage/data export. Any of several devices that are used to store or export data from the instrument, such as
a USB port.

Nonvolatile memory. Data is retained when the instrument is powered off.

Power off. Some instruments have a “Standby” mode, in which power is still supplied to the instrument. For the purpose
of clearing data, putting the instrument in Standby mode does not qualify as powering off. For these products, you will
need to either push a rear-panel OFF switch or remove the power source from the instrument.

Remove. This is a physical means to clear the data by removing the memory device from the instrument. Instructions
are available in the product service manual.

Sanitize. This eradicates the data from media/memory so that the data cannot be recovered by other means or technology.
This is typically used when the device will be moved (temporarily or permanently) from a secured area to a nonsecured area.

Scrub. The user is able to directly retrieve the memory device contents.

User-modifiable. The user can write to the memory device during normal instrument operation, using the instrument
interface or remote control.

Volatile memory. Data is lost when the instrument is powered off.
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Clear and Sanitize Procedures

Type of user info stored

Method of modification

User accessible

To clear

To sanitize

The following terms are used in the tables in this section:

This column describes the type of user information that is stored in the device.

m  User data. Waveforms and other measurement data that represent signals that users connect to the instrument.
m  User settings. Instrument settings that the user can change.

= Both. Both user data and user settings are stored in the device.

®  None. Neither user data nor user settings are stored in the device.

This column indicates the method of modifying data:
®  Direct. The user can modify the data.

= Indirect. The instrument system resources modify the data. The user cannot modify the data.

This column indicates whether the user can retrieve the device contents:

B Yes. The user can directly retrieve the memory device contents.

B No. The user cannot retrieve the memory device contents.

This column tells how to clear data from the media or memory device before reusing it in a secured area. All reusable
memory is cleared to deny access to previously stored information by standard means of access.

This column tells how to eradicate the data from the media or memory device so that the data cannot be recovered by
other means or technology. This is typically used when the device will be moved (temporarily or permanently) from a
secured area to a nonsecured area.
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Memory Devices

The following tables list the volatile and nonvolatile memory devices in the standard instrument and listed options:

Table 1: Volatile memory devices

Type of user

Type and min. information Backed up Method of Data input User

size Function stored by battery modification ~ method Location accessible To clear To sanitize

SDRAM, Acquisition memory Both user data and No Indirect Firmware Main No Remove power from Remove power from

512K X 32 for holding user settings operations, Acquisition the instrument for at the instrument for at
and processing user input board least 20 seconds. least 20 seconds.
waveforms, and
processor system
RAM.

SRAM, 128K X 8 Shared memory Both user data and No Indirect Firmware Main No Remove power from Remove power from
between the user settings operations Acquisition the instrument for at the instrument for at
acquisition system board. TDS least 20 seconds. least 20 seconds.
and the USB models only.

Processor.

Real-time clock, Holds date/time data None Yes Indirect User input Main No Remove the battery Remove the battery

which contains Acquisition from the board. from the board.

battery backed-up board.

memory

USB 2.0 OTG Contains USB None No Indirect Firmware Main No Remove power from Remove power from

host/peripheral controller program operations Acquisition the instrument for at the instrument for at

controller, 8K X 16 and data memory. board. TDS least 20 seconds. least 20 seconds.

RAM models only.

SRAM, 64K X16 Data memory for the None No Indirect Firmware Main No Remove power from Remove power from
USB processor. operations Acquisition the instrument for at the instrument for at

board. TDS least 20 seconds. least 20 seconds.
models only.
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Table 2: Nonvolatile memory devices

Clear and Sanitize Procedures

Type and Type of user
minimum information Method of User
size Function stored modification Data input method Location Accessible To clear To sanitize
FLASH, Holds instrument Both user data and Indirect Factory configurations, Main No See the Clear Flash See the Clear Flash
8M X 8, firmware, current user settings firmware operations, Acquisition Procedure that Procedure that follows
4M X 16 setup, saved setups, user input, and USB disk board follows this table. this table.
saved reference upgrade
waveforms, hard
copy image files, and
calibration constants.
EEPROM, Program memory for None Indirect Factory configurations, Main No Not applicable, Not applicable, does
SERIAL, 1M the USB processor. USB disk upgrade Acquisition does not contain not contain user
board. TDS user data or data or settings.
models only. settings. Cleaning Sanitizing would disable
would disable instrument functionality.
instrument

functionality.

Clear Flash Procedure

This procedure does not erase or change factory calibration constants.

1
2
3
4.
5
6
7

%

Push the front panel DEFAULT SETUP button to recall the default setup.
Push the front panel SAVE/RECALL button.

Push the Action option (side bezel) button until Save Setup is selected.
Push the Save To option button until Setup is selected.

Push the Setup option button until 1 is selected.

Push the Save option button to overwrite setup 1 with the default setup.

Push the Setup and Save option buttons again to overwrite the next setup with the default setup. Repeat this step until
setup 1 is selected again.

Push the front panel CH 1 MENU button, and then push the Coupling option button until Ground is selected.
Push the front panel SAVE/RECALL button.

TDS1000B/TDS2000B, TDS1000C-EDU/TDS2000C, and TPS2000B Series 3



Clear and Sanitize Procedures

10. Push the Action option button until Save Waveform is selected. Push the Save To option button until Ref is selected.
Push the Source option button until CH1 is selected.

11. Push the To option button until RefA is selected. Push the Save option button to overwrite reference waveform RefA
with the null waveform.

12. Push the To and the Save option buttons again to overwrite the next reference waveform with the null waveform.
Repeat this step until reference RefA is selected again.

13. For TDS oscilloscopes, insert a USB flash drive into the USB Flash Drive port on the front of the oscilloscope. For
TPS oscilloscopes, insert a compact flash card into the Compact Flash slot on the front of the oscilloscope.

14. Push the front panel UTILITY button.

15. Push the Options option button.

16. Push the Printer Setup option button.

17. Push the PRINT Button option until Saves Image To File is selected.

18. For TDS oscilloscopes, push the File Format option button until JPG is selected. For TPS oscilloscopes, select
BMP instead of JPG.

19. Remove any probes from the BNC front panel connectors.

20. Push the front panel PRINT button to overwrite the hard copy image file with an image that does not contain any
useful information.

21. Power off the oscilloscope, and then power on the oscilloscope to complete the process.
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Data Export Devices

Clear and Sanitize Procedures

The following table lists the data export devices in the standard instrument and listed options:

Table 3: Data export devices

Type and min Method of

size Function modification Data input method Location Process to disable

USB host port Supports removable USB flash drive. Directly Save Front panel Files can be deleted or overwritten on the oscilloscope or
User storage of reference waveforms, a PC; USB flash drive can be removed and destroyed
screen images, and instrument setups. The USB host port cannot be disabled

USB device port Supports remote control and data transfer Directly Remote control via Rear panel The USB device port cannot be disabled
toa PC USBTMC

Compact flash User storage of reference waveforms, Directly By system resources Front panel The Compact Flash port cannot be disabled.

card screen images, and instrument setups.
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Troubleshooting

How to Clear or Sanitize a Nonfunctional Instrument

If your instrument is not functioning and you need to clear or sanitize it, proceed as follows:

Acquisition Board ~ Remove the Acquisition board and return the product to Tektronix. A new Acquisition board will be installed, and the
instrument will be repaired and adjusted as necessary.

For removal instructions, refer to your product service manual. (See page iv, Related Documents.)

After removal of the Acquisition board, refer to your company's internal policies regarding handling or disposal of the
board.

Compact Flash Card (TPS  Remove the compact flash card and return the instrument to Tektronix for repair.

oscilloscopes only) After removal of the compact flash card, refer to your company's internal policies regarding handling or disposal of the

compact flash card.

USB Flash Drive (TDS  Remove the USB flash drive and return the instrument to Tektronix for repair.

oscilloscopes only) After removal of the USB flash drive, refer to your company's internal policies regarding handling or disposal of the

flash drive.

Charges  Replacement of any missing hardware will be charged according to the rate at the time of replacement.

TDS1000B/TDS2000B, TDS1000C-EDU/TDS2000C, and TPS2000B Series



	toc
	Preface
	Clear and Sanitize Procedures
	Memory Devices
	Data Export Devices

	Troubleshooting
	How to Clear or Sanitize a Nonfunctional Instrument




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /SyntheticBoldness 1.000000
  /Description <<
    /FRA <>
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [1200 1200]
  /PageSize [612.000 792.000]
>> setpagedevice




